
MOSCODE®
- Magnetic lock -

The Moscode lock is a new magnetic lock which is quite sophisticated in design and operation.
(similarities to the MagLock page 454, High-Security Mechanical Locks, by Graham W. Pulford)

The article is split into four parts:
1. Construction / design
2. Technical specifications
3. Destructive / non-destructive approach to opening
4. Conclusion



1.Construction / design

Exploded view of the lock and the key:

a.) Insert the key firmly 
into the slot of the 
cylinder mechanism.

b.) Press the key for-
ward to the stop and 
rotate it the required 
number of turns to  
lock or unlock.

c.) After locking/un-
locking slide the key 
out, make sure the key 
“clicks” back and is 
ejected through the 
mechanism.

Operating principle:

On the front plate are two pins which fit exactly in the grove of the key.
The key can be slid under the protective cover of the lock in the neutreal position.
If the correct code is set the key can be pushed in against the spring loaded front plate. The key is kept 
pushed in and retained during the turning movement over a pin located on top of the key which slides under 
the protective cover of the lock. On later versions the pin is replaced by a notch in the folding handle.
It can only be removed in the neutral position of the key when the front plate is able to push it out.
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The key:

Disassembled key with its components:

Ball bearings placed on a key showing   
a possible configuration of the magnets:

Example of the magnets in the key:
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The lock:

Inside the lock is a spring loaded (4) front plate (5) with corresponding chambers for the so-called code disc 
or code plate (1).
In each of the five holes (5) a ball bearing is resting at the 6 o`clock position when no key is inserted.
The ball bearings (3) prevent the pressure plate (5) from being pushed in.
If the correct key is inserted all ball bearings (3) are held in the position opposite the holes of the cylinders 
on the code disc.
When the key is pushed in the front plate can travel inwards a distance equal to the thickness of the ball 
bearings - now it is possible to turn the key. The central shaft of the front plate now connects with the cou-
pling. 
By turning the key the bolt can now be retracted as with any other profile cylinder. If the pressure is released 
and the key returned to the neutral position, the main spring (4) pushes out the front plate and the cylinder 
springs (2) in the cylinders push the ball bearings (3) back out.

1. Code disc
2. Springs
3. Ball bearings
4. Main spring
5. Front plate
6. Housing

Fig. F



1. Back plate
2. Coupling with spring
3. C-clips
4. Cam
5. Tail shaft

       1. neutral position without key         2. code disc, front plate with correct key                 

The front plate and code disc:

Fig. G
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The pins on the front plate have two functions:

1. Radial movement of the mechanism through rotation of the key
2. Drill protection of the mechanism. The pins are made of special hardened steel and almost impossible to            
    drill.

Matching key with code disc:

Old version of the front plate pin

Fig. I
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Housing with front plate:

1. The front plate can only be turned when it is pushed in a distance equal to the diameter of the ball      
    bearings. This is a protection against the accidential turning of the front plate.
2. The front plate has the corresponding drill holes to the code disc.
3. The main spring between the code disc and the front plate applies constant outward pressure.

Engagement of the front plate with coupling - the connecting through to the shaft:

Fig. L
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Back plate:

6 fastening points of the backplate      
with hardened steel pins.

    Punch protection
    explained in part 3

There are different designs of the code discs. The pictures above show two prototype versions.
The final design is similar to Fig.N: the difference is that there is added an aditional false depth hole to the 
center position to prevent lockpicking attacks. 
The springs in the holes in the correct positions actively push out the ball bearings when the key is removed. 
In theory, grease, dirt or other foreign material might hold the ball bearings at the correct position when the 
key is removed. The springs are an active countermeasure against possible sources of error of this type. 

Code disc:

Fig. N Fig. O
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2.Technical specifications

Standard lengths for a Europrofile cylinder :    1. 
      A: 15 mm or 25 mm
      B: 45 mm or 55 mm

2.   Dimensions 51mm x 51mm x 12mm

3.   Weight: 800 g

4.   Number of possible key combinations:
      
      with five active chambers:      16807
      with six active chambers:      117649
      with seven active chambers:  823543
      
      So far the technical realisation goes up to six active chambers, so the number of combinations for seven  
      chambers is theoretical at present.
      Each code disc cylinder has 7 possible positions. 
      So far it is possible to use six cylinders so we obtain :
      
      7x7x7x7x7x7 = 117649 possible different combinations
      
      - Master key systems are possible.
      - Five keys are delivered with every lock.

5.   Materials used: 
      stainless steel and hardened steel for the housing, front plate and ball bearings
      brass for the code disc and shaft
 
6.   Further technical information:  www.zamok.su 
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3.Destructive / non-destructive approach to opening

Destructive approach:

As everybody knows everything can be destroyed - it is only a matter of time and force.
However, if the lock is installed correctly, it is not possible to break or pull it out of the door.

The only realistic destructive approach on the system MOSCODE is to:

a) manipulate the ball bearing positions, or 
b) attempt to manipulate the coupling to operate the mechanism.

- Both approaches are difficult. The front plate, which covers the coupling, has a hardened steel pin inserted, 
which is extremely difficult to drill. All the positions of the ball bearings (except the one on 6 o`clock) are 
covered by the hardened protective cover of the lock and the material of the front plate.
To manipulate the ball bearings, a minimum of nine holes must be drilled: 
four in the protective cover and five in the front plate. With the current configuration of the lock it takes a 
minimum of 30 minutes in perfect workshop conditions to carry out this approach.

- To drill the central position of the front plate in order to manipulate the coupling, it took several high 
qualtity drill bits and a drill stand to drill a precise center hole. The amount of drill time without changing 
the drill bits was more than 15 minutes. In realistic conditions without workshop equippment (such as a 
drillstand),  the time would increase drastically, because the pressure required cannot be supplied by a man 
standing in front of the door. In addition the precision that is needed to drill the center can not be realistically 
be acchieved in the field.

- A second approach could be to simply punch the front plate to connect the couplings.
This is very effectively prevented by a certain feature of the design. The cylinder in the 6 o`clock position 
of the code disc can move, if extensive force is applied. In the latest configuration all of the cylinders can 
move.
If an attempt is made to just punch the front plate to activate the coupling, the cylinder is pushed back to its 
stop in the milled section of the backplate (see Fig. S). This prevents the mechanism from turning, and ef-
fectively blocks the locks operation. 

Fig. S



Non-destructive approach:

In theory, a non-destructive attack is possible. However, after changing the design of the lock in some essen-
tial ways, a non-destructive opening attempt of the lock is now far more difficult under realistic conditions.
After several prototype testings, the security of the MOSCODE system can be considered as effectively 
manipulation-proof.
It is very difficult now to apply pressure to the front plate in order to manipulate the ball bearings.
In theory, one could make a tool to manipulate all cylinder positions seperately. However, since the correct 
ball bearing position can be in the middle of the cylinder, rather than on the outer part of the circle, it is dif-
ficult to see how such an approach could work. In conclusion, I can say that a non-destructive attack on the 
current version of the system would be extremely difficult.

In the latest version of the lock this anti-punch feature, whereby a code disc cylinder moves forward into a 
blocking position if forced, now applies to all of the cylinders (see Fig. T).

Fig. T



4. Conclusion

Advantages:

- easy to use
- reliable mechanism
- suitable for outdoor use
- no access to the correct ball bearing positions from a non destructive examination of the lock
- key combination can not be obtained by visual inspection
- complies the stringent requirements on security in respect of physical strength such as punching drilling  
  and breaking
- key control - a copy of the key is only available from the manufacturer
- bullet proof

Disadvantages:

- limitations with the cylinder length over 55mm on the key side
- special hole saw needed for precise installation (see Fig. U)
- magnetic key: Care is needed to prevent the key erasing credit cards, hard drives or similar items that are  
  sensitive to magnetic fields.
- sealed mechanism: The lock cannot be recombined without damaging it, even with the working key.
- only 117649 possible combinations
- bulky key

Caveats:

Not all aspects have been tested in depth. 
- For instance, regarding magnetic damage to the key - so far this has not been possible using available 
  magnets. If the magnet is strong enough the key could conceivably be destroyed, and the user would not be  
  able to operate the lock.
- Perhaps it is possible to magnetize the springs with a very strong magnet field, so that the ball bearings stay  
  in place or jump back when the key is removed. This should not be possible, as the magnets of the key are  
  very strong and actively pull the ball bearings down in the neutreal position when the key is removed, but it 
  should be considered as a potential means of attack. 
- Vibration/bumping is probably not an option on this lock because of the mechanism.
- Other potential attack methods that have not been tested include:
  - liquids, e.g. acid or other corrosive chemicals
  - heat, to manipulate or melt down the inner brass parts
  - extreme cold, to break the components of the lock
  - X-ray or infrared to reveal the code of the lock
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